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1. general provisions 
1. The rule of engaging in Open Banking defines the steps and necessary requirements that must be met by any payment service provider wishing to engage in Open Banking as an account information service provider and / or payment initiation service provider.
2. The purpose of the document is, on the one hand, to assist payment service providers in the process of engaging in Open Banking and, on the other hand, to ensure the high quality and security of services provided by Open Banking payment service providers.
2. Definitions of terms
a) Open Banking - Immediate exchange of information in financial institutions between various financial institutions using electronic technologies and the common "Open API" standard, based on the customer's wishes and consent.
b) Payment services provider - For the purposes of this rule, a payment service provider means an account information provider and a payment initiation service provider.
3. Steps of involvement in open banking
To engage in Open Banking, the payment service provider company must go through the following 4 steps:
1. It is necessary to be a regulated entity. Accordingly, if the company is not an entity under the supervision of the National Bank of Georgia, it is necessary to register and become a regulated entity;
2. Satisfy the criteria set out in Article 4, obtain the consent of the National Bank to engage in Open Banking and be registered in the Open Banking Register, which will enable it to identify itself with the parties involved in the Open Banking;; 
3. The services of the payment service provider must be pre-tested in the Sandbox test environment;
4. After receiving the status of a regulated entity and completing the testing, start operating in a real environment.
4.  Criteria for involvement in open banking
In order to agree to engage in Open Banking, the Account Information Service Provider must satisfy the criteria set forth in this Article except to Requirements 8 “a” and “b”, but the Payment Initiation Service Provider must meet all of the following criteria:
4.1. Information Security
In order to protect the principles of data confidentiality, integrity and availability, the payment service provider must have developed and implemented information security policies and procedures, to ensure the protection of data from unauthorized access and modification.

4.2. Management of Information Security Risks
a) The payment service provider should have an information security risk management framework designed and implemented that ensures systematic and consistent risk management. The framework should include the following attributes:
i. Identification and prioritization of information assets;
ii. Assessing security risks based on the determination of the probable impact and probability of threats and vulnerabilities related to information assets;
iii. Implement an appropriate control mechanism and safety measures to reduce identified risks to an acceptable level.
4.3. Data Protection
a) The payment service provider must have developed and implemented data protection policies, procedures and appropriate controls to ensure data security and protection of data-at-rest, data-in-transit, data-in-use and in the process of destruction.
b) Personal data should be processed with maximum caution. The payment service provider should provide periodic information security and data protection awareness training for employees, so that all employees in the organization are aware of their role and responsibilities in information security and data protection.

4.4. Incident Management
a) The payment service provider should have developed and implemented an incident management policy / procedures that should define incident identification, analysis, escalation (if necessary), elimination and monitoring processes, to ensure normal operations restored in a timely manner and minimize business downtime.
b) In the event of a major incident, senior management should be notified in order to make a timely decision to activate the disaster recovery plan.
c) The payment service provider should have a procedure for notifying stakeholders regarding major incident.


4.5. Management of Changes
a) The payment service provider should have developed and implemented change management policies and procedures to ensure that changes in the productive environment are analyzed, developed, tested, approved, implemented, and monitored in a controlled manner.
b) As part of the implementation of each change, audit trail should be produced for further investigation and troubleshooting.

4.6. Business Continuity
a) The payment service provider should periodically conduct a Business Impact Assessment (BIA) to determine the critical business services and resource requirements to ensure the robustness and continuity of business operations.
b) The payment service provider should have a Business Continuity Plan (BCP) to ensure the continuity of business processes and services in the event of an emergency.
c) Thorough business continuity testing should be carried out at least once a year, to ensure the smooth operation of the BCP plan and to avoid unforeseen events during an emergency.

4.7. Recovery from Disaster
a) In addition to the Business Continuity Plan (BCP), the payment service provider must have a Disaster Recovery Plan (DRP). The DRP can be part of a BCP or an independent document. The DRP should set out detailed plans to reduce the impact on the organization's business operations in the event of critical IT systems being unavailable and to restore services.
b) The payment service provider should ensure regular testing of the Disaster Recovery Plan, at least twice a year.

4.8. Independent Audit
a) Payment service providers should conduct an independent audit of information systems and security measures at least once a year against NIST, ISO, COBIT or in respect of other internationally recognized practices, in agreement with the National Bank. This audit should be performed by an independent and impartial auditor who should be qualified in IT security and payments and should be operationally independent of the payment service provider.
b) The mentioned audit shall be a compliance report of the payment service provider with the requirements set forth in this document and the requirements of the Open Banking Implementation Framework developed by the Banking Association.
c) The payment service provider should conduct penetration testing at least once a year for all systems connected to the internet, including in terms of API security, in accordance with the OWASP Security standard or other internationally recognized practices in agreement with the National Bank.
d) If necessary and at the request of the National Bank of Georgia, the payment service provider shall submit audit and penetration testing reports to the National Bank of Georgia.

4.9. Outsourcing
a) The payment service provider should be fully aware of the risks associated with IT outsourcing. Before selecting a service provider, a due diligence should be conducted to determine its viability, capabilities, reliability, experience, and financial standing.
b) The payment service provider must ensure that the terms of the contract governing the roles, relationships, obligations and responsibilities of the parties are fully defined in written form. The minimum requirements and conditions set forth in the contract shall include performance objectives, service levels, availability, reliability, scale, compliance, audit, safety, contingency planning, disaster recovery, backup system processing, and service termination.
c) In case of expiration / early termination of the contract with the service provider, the payment service provider must have the authority and means to immediately remove or destroy the data stored in the systems of the service provider specified in the contract.
d) The payment service provider should have mechanisms for controlling and monitoring outsourced operations.
e) The payment service provider must have a catalog of external (third-party) information systems used by it.

5. Terms for consent to engage in Open Banking

1. The National Bank of Georgia is authorized to consider the application of the payment services provider in connection with obtaining the consent for involvement in Open Banking and to notify the decision within 90 days from the receipt of the application.

6. Withdrawal of consent to engage in Open Banking

1. The National Bank of Georgia is authorized to withdraw the consent of the payment service provider to engage in Open Banking if it is no longer an entity subject to the supervisory authority of the National Bank and / or can no longer satisfy the criteria set forth in Article 4.

7. Open Banking Register

1. The National Bank of Georgia is obliged to create and publish the register of payment service providers involved in Open Banking and to update it in case of any changes.
